
Arguments

Return Address

Previous Frame Pointer

buffer[0]

buffer[99]

New Address

Malicious 
Code

(badfile)

Arguments

buffer[0]

buffer[11]

Malicious 
Code

New Return Address

ebp

(Overwrite)

(Overwrite)

(Overwrite)

Stack before the buffer copy Stack after the buffer copy


