
Victim 
DNS server

(Apollo)

Attacker’s DNS Server
ns.attacker32.comAttacker

(1) Query: what’s the IP 
address of  

twysw.example.com

example.com
DNS Server

(3) Answer: 
twysw.example.com’s

IP address

(2) Query 
example.com’s

DNS server

(3) Spoofed Answer: with
ns.attacker32.com
in the Authority section


